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LATEST  HACKS :



OVERVIEW

A open database with private information on 80 million American
families was discovered on a Microsoft cloud server. It is not known
what company owned the 24GB worth of data that was exposed, but
researchers are tracking down that information. The magnitude of
the breach is huge, representing more than half the total number of
households in the United States. 
 
The trove of data was very specific in terms of data types. All database
entries contained “member_code” and “score”, so it has been
presumed this is data being used by a member tracking tool.
Interestingly, the format focuses not on individuals, but on
households, and breaks down files into:

Home addresses (street addresses, cities, counties, states, and zip code)
Precise home longitude and latitude
Full names, including first, last, and middle initial
Age
Date of birth



WHY IT'S NOTABLE

Data breaches are not uncommon, but this one stands out because
of the magnitude - 80 million households means hundreds of

millions of people have had their private data publicly exposed on
the Internet. All entries in the data are people under the age of 40,

and because the information includes things like income and
homeowner data, it suggests it’s a financial services company.

 
 

This is yet one more example of the dire need for effective security
for cloud data storage. Many organizations are using vendor tools,

or are applying point solutions to the problem. But when a basic
search for open databases discovers one that has this much

sensitive data in it, the owners clearly haven’t used the right level
of security..



PREVENTION

While we don’t yet know how this exposed database was allowed
to operate undetected by its owners, we know that it was
unnecessary. Even though most organizations are applying some
form of security monitoring to their environments, unless they use
anomaly detection that’s supported with behavioral analysis, they
won’t have the visibility necessary to identify security issues and
possible threats. 
 
Enterprises need a host-based intrusion detection system
designed to monitor process hierarchy, configurations, process
and machine communications, any changes in user privileges,
internal and external data transfers, and all other cloud activity.
This solution must be able to identify when databases and servers
aren’t configured according to the organization’s security needs 
 
 
 
 

Learn more about cloud security best practices.

https://www.lacework.com/avoiding-holes-in-your-aws-buckets-2/
https://info.lacework.com/preventing-ransomware-in-the-cloud.html

