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Unlock the Value of Your AWS CloudTrail Data
Lacework helps security professionals analyze AWS CloudTrail logs in 
less time with behavioral analytics and deep insight into anomalies. 
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With 
Lacework, 
you can 
surface 
the data 
you need, 
faster, 
with more 
intelligence 
than ever
before

Lacework detects anomalies and potential threats in your 
AWS CloudTrail data by mapping activities, events, and 
behaviors across your cloud environments. By observing 
changes and deviations in your AWS containers, workloads, 
and clouds, Lacework provides high-fidelity alerts with 
context when something of significance occurs.

With facts and related activities at their fingertips, security 
professionals, analysts, and investigators can quickly see:

     Which users, machines, and applications were involved in 
     the incident
     Which account, application, or machine was patient zero
     What the entities involved in the incident did and what the
     differently compared to their peers
     Any alerts or events related to the specific incident
     How far an attacker got and what else they did
     A risk score and Polygraph view for alerts and incidents

Actionable Auditing of AWS Security Configurations for
S3 Buckets

     Find potentially exposed S3 buckets configured for external access
     Identify buckets out of compliance with the CIS Benchmark for 
AWS, including:
     Use of encryption at rest and in transit
     Only users with multi-factor authentication can delete S3 buckets
     Versioning to protect against deletion or overwrite
     Get specific recommendations on how to fix violations

Meet AWS Compliance Mandates

     Protect log and AWS configuration files against tampering
     Daily re-check of all monitored files in AWS Accounts
     Pre-defined directory maps monitor critical files and directories
     Easily configurable; users can add directories to the watch list
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Complete AWS Security and Configuration 
Support
Secure your AWS Cloud like never before – threat detection, 
compliance and automated security monitoring. All available on 
AWS Marketplace.

The Lacework Advantage 
Lacework was built from the ground up to manage cloud and 
container security. And grows with your needs and changes in the 
cloud. Here’s how:
 
      Lacework maps the truth of your cloud environment. 
      You can’t secure what you can’t see. In the cloud, API-centric apps 
      and  services run on servers and containers that dynamically scale       
      up and  down. This means you need to understand the 
      relationships between every resource over time. 

      Get the insight you need at your fingertips–rules optional. 
      You don’t need security PhDs to set up, scale, and run Lacework. 
      And with Lacework, rules are optional. We use your data to 
      understand your environment, deliver high-quality alerts, a “flight 
      recorder” of how your environment evolves over time, and 
      compliance data all the time instead of weeks of analysis. 

      Grow with cloud generation builders: 
      Early cloud security tools were built to capture data and alert on 
      rules, but not provide insight. This leaves teams struggling to 
      determine the who, what, and where of an event. Lacework is 
      different. You can start out using Lacework for compliance or AWS 
      CloudTrail analysis, then add more build and run-time functionality 
      without tacking on insights from different sources. 

By pre-filtering 
CloudTrail data with 
Lacework, customers 
report reducing the 
total CloudTrail ingest 
by 80% or more. 
Without a major 
investment in time 
or security expertise, 
they gained new insight 
into their environment, 
decreased time spent 
on investigation and 
compliance programs, 
and reduced alert 
fatigue. 

Are you ready to 
experience the 
difference? 

 
Make the switch today. 

 

 

ELASTIC WORKLOADS

• 35% new machines daily
• Pids reused hourly
• TCP 5-Tuple gets reused multiple 

times in an hour

SCALABILITY

• 300 Machines
• 1 Billion connections/day
• 20 Million processes/day
• 1000s internal IPs
• All port combinations

SHORT LIVED

• 98% of process last less than a min
• Servers on Ephemeral / non-standard 

ports

POLYGRAPH
• Behavior based clustering

• 4-6 orders of magnitude 
reduction

• 150 clusters, 350 edges

• Stable, can be Compared
over time

• Detects changes with precision 
and low false positives
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You can’t secure what you can’t see. 

The Power of Polygraph 
Our foundation is based on the patented Polygraph technology, a context-rich baseline built from collecting 
high-fidelity machine, process, and user interactions over time. This technology dynamically develops a 
behavioral and communication model of your services and infrastructure that understands natural 
hierarchies (processes, containers, pods, machines, etc.) and aggregates them to develop behavioral 
models at scale. Together with a behavioral model, the Polygraph is able to monitor your infrastructure 
for activities that fall outside the model and dynamically update as behaviors change over time. 

Using this information, the Polygraph detects anomalies and generates high-fidelity alerts appropriate to 
your unique environment. Polygraph maps the truth of your cloud instance and helps users quickly visualize 
the ‘who, what, where, and how far’ of an event. speed investigation, and triage issues saving organizations 
time and money. 

Lacework Polygraph uses deviation from a temporal 
baseline to detect deviations or changes in the 
behavior resulting in meaningful alerts. Alerts are 
either due to a desired change, misconfiguration, 
or malicious activity. The Lacework Polygraph then 
scores the alerts based on severity and threat. 

Lacework Polygraph breach detection is 
more precise and accurate because of key 
technology innovations:

     Capturing behavior at process/container-level 
     Separating interactive and non-interactive traffic 
     Alert generation at the analysis group-level 
     Advanced deductive analysis that does not rely 
     on heuristics

What Makes the Polygraph Work?
First and foremost, Lacework solved the data problem with cloud security. The Polygraph itself is a graphical 
representation of how we ingest, analyze and understand behavioral data at ridiculous scale. 

Every hour we build a Polygraph of activities and behaviors in your account. Lacework then compares the 
behaviors found in the data to well understood behaviors we have derived from every previous hour. The 
differences in behaviors are what drive our event generation. 

This approach is fundamentally different than any other cloud security product on the market. Rather than 
applying rules and policies against what we "think" might happen we can now generate events based on 
what we know to be "normal" and the deviations from what behaviors we understand. 

The outcome of using this approach is that Lacework generates significantly higher quality events in terms of 
context and significantly lower quantity false positives. Lacework Polygraph takes your alert noise down to a 
whisper with fewer than 2 alerts generated per day, on average. And a Lacework alert is all signal, no noise.
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The Rewards of Securing Enterprise Cloud Infrastructure 
The positive outcomes benefit the entire enterprise 

Security Visibility 
Get deep observability into and across your cloud accounts, workloads, and microservices 
to give you tighter security control. 

Threat Detection 
Identify common threats that specifically target your cloud servers, containers, and IaaS 
accounts so you can take action on them before your company is at risk. 

Anomaly Detection 
Detect and resolve anomalous changes in behavior across your workloads, containers, 
and IaaS accounts that represent a security risk or an IOC. 

Host Compliance 
Achieve compliance for SOC 2, PCI DSS, HIPAA, and other compliance measures that require 
host intrusion detection (HIDS). 

Configuration Compliance 
Spot IaaS account configurations that violate compliance & security best practices the could 
put your company at risk.

 
 

Find out more at    

About Lacework
Lacework delivers security and compliance for the cloud. The Lacework Cloud Security Platform is cloud-native and is 
SaaS-based (Software-as-a-Service); delivering build-time to run-time threat detection, behavioral anomaly detection, 
and cloud compliance across multicloud environments, workloads, containers, and Kubernetes. Customers significantly 
drive down costs and risk by freeing themselves from the burden of unnecessary hardware, rule writing, and inaccurate 
alerts. Lacework is trusted worldwide by enterprise companies at the forefront of embracing the cloud.

www.lacework.com


