
FEATURE BRIEF

Lacework data collection: 
an agent approach

The Lacework agent is built for the scale, velocity, and 
temporal nature of cloud components. It can secure 
host operating systems and the containers running 
on them, Kubernetes and platform as a service (PaaS) 
environments. Our agent is different — and not just 
because it’s lightweight. 

With comprehensive agent-based workload monitoring 
and protection, Lacework closes visibility gaps, allows 

organizations to deploy workloads in the environments 
of their choosing, reduces risk, and enables accurate 
threat detection for maximum protection and no alert 
fatigue. The result is secure cloud infrastructure and 
compliance with regulations and frameworks like SOC 
2, PCI DSS, and more, and configuration checks with 
custom or pre-built policies.

• Runtime monitoring and logging

Track network, application, process, and user

activities across containers and hosts to detect

malicious activities. 

• Runtime threat detection

Uncover known and unknown threats with Lacework

Polygraph® Data Platform, which uses unsupervised

machine learning to surface accurate alerts with rich

context.

• File integrity monitoring (FIM)

Monitor all critical file changes, plus identify and get

optional alerts on new, changed, malicious, and non

package-installed files.

• Host-based intrusion detection (HIDS)

Identify intrusions automatically with the visibility

and context to resolve events before they turn into

damaging breaches.

Benefits
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OVERVIEW 

What is the feature?



As organizations embrace the cloud, it’s critical to 
monitor and protect all their running workloads and 
components. Workload security requires an agent on 
running systems to complement other layered defenses, 
such as agentless cloud configuration checks or host-
based vulnerability scanning of containers and pods, 
prior to deployment. An agent is uniquely positioned to 
perform activities including runtime threat detection of 
unknown and known threats, file integrity monitoring, 

host-based intrusion detection, configuration checks, 
and host vulnerability scans. 

However, many existing security agents, especially 
traditional on-premise EDR agents, simply were not 
built for the high-velocity, ephemeral nature of cloud 
components, including hosts, containers, and pods. 
These agents come with a number of problems, 
including coverage and detection issues that can lead to 
breaches, data loss, and non-compliance.

• Increased threats and attack surface

Existing agents were not built for a wide range of

cloud environments, including Kubernetes & PaaS.  

• Alert overload

Relying on manual detection rules makes it difficult

to surface unknown threats and overwhelms

security teams with false positive alerts.

• Heavyweight technology

Legacy agents can slow down or crash the systems

they run on, especially if built for on-premise.

• Lack of runtime security 

Dangerous security gaps remain when agents

aren’t included in a broader, comprehensive cloud

security platform that enables security from build

to runtime.

Solved Challenges

VALUE 

Why is the feature important?
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Lacework workload security capabilities provide 
coverage for Linux and Windows Server environments. 
We offer multiple, automated agent deployment 
methods, work with any configuration management 
tool, and automatically update for easy maintenance. 
Customers benefit from a simple installation process 
and fast workload protection measured in minutes. 
Depending on the environment, the agent can be 
run on the host, in a container, or as a daemonset on 
Kubernetes. The Linux agent has multiple packaging 
options for Chef, RPM, DEB, Docker container, Docker 
Swarm, Kubernetes, and more. For single host 
installations, there is a Lacework installation script, or 
the Lacework agent can be embedded in a base image 
or AMI. The agents are also easy to maintain as they 
automatically update. 

The agent is lightweight and takes up minimal disk space, 
compute, and memory.  Guardrails prevent the agent from 
consuming an unlimited amount of memory and CPU 
on a host. The Lacework agent works in passive mode in 
the user space (not kernel space) to avoid impact to the 
host OS. There is no dependency on IP tables, and the 
agent does not slow down containerized applications and 
network connections. The Lacework agent compresses 
and encrypts all data in transit to our SaaS service using 
TLS 1.2. to minimize any network impact. 

The agents continuously monitor all hosts and 
containers in the customer’s environment and send 
activity to the Lacework platform for threat detection, 
logging, and reporting. The agent is able to gain deep 
telemetry as it can monitor all containers, micro-
services, and pods on a host, including traffic between 
containers or pods.

Guardrails prevent the 
agent from consuming 
an unlimited amount of 
memory and CPU on a host.
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DEPLOYMENT 

How is the feature implemented?



© 2022, Lacework Inc. All Rights Reserved.   |   888.292.5027   |   lacework.com                             06/22

Lacework is the data-driven security company for the cloud that delivers end-to-end visibility 
and automated insight into risk across cloud environments. Trusted by enterprise customers 
worldwide to reduce risk, Lacework significantly drives down costs so you can securely innovate 
in the cloud with speed.

Learn about our layered approach

Book a demo 

Linux Windows Platform as 
a serviceKubernetes

Read the whitepaper

• Alpine Linux

• Amazon Linux

• Amazon Linux AMI

• CentOS

• Container Optimized OS
from Google

• Debian

• Fedora

• Flatcar Container Linux

• Kali GNU/Linux Rolling

• Oracle Linux

• Red Hat Enterprise Linux

• SUSE

• Ubuntu

• Rancher

• Rocky Linux

• Windows Server 2019

• Windows Server 2016

• Windows Server 2012 R2

• Windows Storage Server
2012 R2

• AWS ECS Fargate

• AWS Elastic Beanstalk

• AKS

• GKE

• AWS EKS

• AWS EKS Fargate

• Linkerd

• RedHat Openshift

• RedHat Openshift on
AWS (ROSA)

• Rancher Kubernetes
Engine

COMPATIBILITY 

Where is the feature supported?

https://www.lacework.com/schedule-demo/
https://info.lacework.com/rs/016-ATL-295/images/lacework-agent-agentless-protect-cloud-layered-strategy.pdf

